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DIVISION MEMORANDUM
No. 42 8. 2022

DEPED WEBSITE UNDER CYBERATTACK

To:  Assistant Schools Division Superintendents
Chiefs, CID and SGOD
Education Program Supervisors
Public Schools District Supervisors/ DICs
Elementary and Secondary School Heads
District ICT Coordinators
All Others Concerned

1. This is to inform the office and field personnel that the Department of Education
website has been subjected to cyberattacks in the form of multiple attempts to
disrupt its availability, publish malicious content reroute its traffic to malicious
websites unsuitable for children, destroy website links, and disable the ability to
upload and publish new content required for DepEd operations

2. The first attack was detected through a report of a concerned citizen last
December 2, 2021, while the most recent attempts was detected on December
15,2021 at 11:17 AM.

3. Since then, the Information and Communications Technology Service (ICTS) has
implemented the following measures:

e More frequent website monitoring

¢ Tracking and securing website accounts

¢ Implementing additional application gateway and firewall settings to
prevent security incidents and monitor unauthorized attempts
Coordination with content publishers of the website

* Conducting research and discussions with security professionals for ways
to increase the capacity to prevent to prevent and detect security breaches

4. Attached is the Aide Memoire dated December 16, 2021,
5. For information and dissemination. M

SENEN PRISCILLO P. PAULIN, CESO V
Schools Divisipn, Superintendent
Dz1Z02R
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Address: Kagawasan Avenue, Capitol Area, Daro, Dumaguete City
I Telephone Nos.: (035)225-2838 / 225-2376 / 422-7644
Email Address: negros.oriental@deped.gov.ph
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AIDE MEMOIRE
16 December 2021

DEPED WEBSITE UNDER CYBERATTACK

The Department of Education website has been subjected to cyberattacks
in the form of multiple attempts to disrupt its availability, publish
malicious content, reroute its traffic to malicious websites unsuitable for
children, destroy website links, and disable the ability to upload and
publish new content required for DepEd operations.

The first attack was detected through a report of a concerned citizen last
December 2, 2021, while the most recent attempt was detected on
December 15, 2021 at 11:17 AM.

Since then, the Information and Communications Technology Service
(ICTS) has implemented the following measures:

« More frequent website monitoring

Tracking and securing website accounts

+ Implementing additional application gateway and firewall settings to
prevent security incidents and monitor unauthorized attempts

Coordination with content publishecrs of the website

Conducting research and discussions with security professionals for
ways to increase the capacity to prevent and detect security
breaches

ICTS has also included in its plans for 2022 the conduct of regular
Vulnerability and Penetration Testing (VAPT) for the website and its other
systems,

The ICTS commits to continue to review and identify ways to implement
strict countermeasures for the cybersecurity of the DepEd websiis
protect the integrity and safety of our stakeholders.

Thank you.

ALAIN DEERS. PASCURL.
Undeygecretary

. Office of the Undersecretary for Administration (OUA)
& 8ot E E [Administrative Service {(AS), Information and Communications Technology Service (ICTS),
§ Disaster Risk Reduction and Management Service {DRRMS}, Bureau of Learner Support
E Services {BLSS), Baguio Teachers Camp (BTC), Central Security & Safety Office (CSS0)

n e toy Department of Education, Central Office, Meralco Avenue, Pasig City
e e [] B Rm 519, Mabini Bldg.; Mobile: +639260320762; Tel: (+632) 86337203, (+632)
of Wajer Fragrams 86376207Email: usec.admin@deped.gov.ph; Facebook/ Twitter @depedtayo



